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Entraide

-xemple dimage Collonges

> Dansun navigateur vous voyez cela :
What Pop-Up Phishing Looks Like

p
3
| WARNING

YOURDEVICE
HAS BEEN
COMPROMISED!!!

CLICK HERE

for FREE virus removal!

@ ° ’
Enable a pop-up blocker and avoid clicking
on any pop-up windows you encounter online.




-N plein ecran vous voyez

LA Your Computer May Have A VIRUS!

Your Location: Your IP Address:

Date:

Unied Siates 100 231 208 116 Wednesday, March 11

2015
What to do: Possivle network damages from potental
Call 844-373-0540 immediately (toll-free)
for assistance on how to remove malicious pop-ups and : :
VIRUSES " This call is prioritized and 100% free Data exposed to risk:

@~ hbout the threat: e
2, v«rouldp.mmm other

Seeing these pop-up means that you may have , . .
MALWARE “/adware on your computer which puts the ACCOUNT " passwords
security of your personal data at a serious risk. We strongly 3. Your Facebook, Skype, AIM, ICQ and
advise you call 844-373-0540 (toll-free) immediately and other chat logs LI
get your COMPUTER FIXED before you continue using : ' b
the internet. especially for watching movies and shows 4. wmm&w photos

DAl & r
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- Das a droite de votre ecran Calllos:

» Celavientdapparaitreenbasadroite: VAL L L L L L L L L L LS00
Attention!

Virus Detected

@ Google Chrome

The virus can be damaged
A Click to remove the virus

fachurathylism.com

Remove virus Skip
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) Notifications sur Mac Collonges

>  Survotre bureau Mac vous voyez cela en haut a droite :

Thu3:00PM Q @ =

Remove unwanted malwa...

putlockerfree.sc
Click here to clean your Mac.

(3) Remove junk files A

putlockerfree.sc
Click here to clean your Mac.

(3) Remove junk files A
putlockerfree.sc
Click here to clean your Mac.




Autres exemples

Celavient dapparaitre en bas a droite :

Your computer is in danger

Viruses are detected on your computer

You need to remove viruses from your computer

2 Google Chrome

Windows - (3) Viruses Detected
Antivirus license expired. Renew for
removal

Htuh.check-thver-917-2.con

RENEW LICENSE IGNORE

A

\WARNIINCG |

9 Google Chrome

Attention! Action required
%::? Update PC

Scan Windows
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P \/otre navigateur affiche ce logiciel = Colenges

6 \° T ; " C_','—) http://ww .'.‘.vikingwebscanner.com: ron2/ie p ] ‘ '\f‘,—) Never See these popups ag...

° Are you tired of these popups yet?

These popups are NOT caused by the websites you are visiting! They are caused by a piece of
adware that is installed on your pc.

Click here to download AdwCleaner!

This is an easy, free 30 second process. Your System will be scanned immideatly, and a solution for
these pops will be provided. Never see ads like this one again!

What does this message mean?

When you see this message, it means that your pc has adware installed, its what pops these
advertisements.

We advise you NOT to use your PC for anything that may transmit sensitive data, eg Logging in,
using your creditcard, do online banking or shopping.

Data that might be at risk: facebook login details, online bank accounts, passwords, creditcard
data, skype login, your pictures and videos, your browsing history.

2417 :u




Entraide

p Autre exemple | Eoffaide.s

a( 1" & http://vikingwebscanner.com/revhits/index.php?campaign-ij I ° - © l & Windows Firewall warning!
| ¢ s your Pc Slow?

Increase your PC's Speed Now!

Your System: Your IP address: Date:
Windows 7 ] Thursday, February 12,
2015
What to do: Possible speed to be gained:
30-50%

Call 1-888-920-7067
Immediately for assistance on how to Thal S s

speed up your PC 1. Slow loading Windows
The call is toll-free.

More about this alert:

You will be guided into updating your
software to the latest versions, install drivers, 4. Updating Software
increase your pc's speed and more

2. Outdated Drivers
3. Cluttered Harddisks

5. Slow internet connections

24/7 Aw

UNMATCHED SERVICE AND SUPPORT. “
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p Au milieu de votre article de journagl® Collonges

» Vousvoyezentre le ler et le 2nd paragraphe :

The Best Antivirus - O

Malware detected on your PC!

Your system may be infected with viruses!
A system scan discovered 27 critical security weaknesses. Potential consequences include:

Identity theft

Financial losses

Remote hacking of your computer
Pop-up ads in your browser

There is no protection against viruses, spyware and other malware on your device.

Install antivirus software to protect your PC now.

INSTALL NOW
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p Apres un lien ou une pub Eofionges

https://reyeyr..b9d15d48a.html X T

" @M https://reyeyrentcars.com/1731267436841 Jectd 7 790c0{7fodce 700d509e49a3340 /260633 1 ccff1141419e1 c Q Search ﬁ Q ‘ 3

Critical Firefox update

Download Now

ering firefox-patck

You have chosen to open:

Eﬂ firefox-patchjs
which is: JavaScript File (3.2 KB)
from: https://reyeyrentcars.com

Would you like to save this file?
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P Aprés un lien ou une pub Efonges

v r Secunty Require Action x v McAfee Total Security x G pop - Google Search - o X

C 23 microbillalert.shop/xcbnxbmvbmeven/xcxvebvebvnbnbmnbm/xvevcbvebvbnbbnm/gdfgfhgjfgritytuyttyui/xvexbevbvbn w ) S B

B" Microsoft
m Windows Defender Alert!

Products -

Contact MinOSOﬂ SUpF Your system has reported us that it has been infected by
trojen or spyware. following data has been compromised

>Email Logins
>Important Documents and Pictures
>Banking credentials

>Social Media Passwords e m Criti Ca I Fa i |

i i

A | 4 ! ¢ ran into a critical probl
m Windows Defender Alert b to racommiend tronb

Systen

l @ Error updating software: #009292w099738H98 pur SyStem'

Avoid turning off the computer. It might damage the hard drive

plete

Versior
Publish or cause a system crash.

Some features have been disabled for security reasons. Please t Help app
e e C
get in touch with Windows Support Agent.

Call Windows Support: +1 (888) 734-0172

C s

port in the browser instead.

formation about this issue 3
.windows.com/stopcode

Contact Microsoft Support: +1 (888) 734-

0172
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) Un doute ? Chlotges

» Vous avez cliqué sans faire expres ou attention sur un lien, que faites vous ?




Jn doute ¥
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Collonges

» Lancezvotre anti-virus : dans la barre windows commencez a taper “secu” puis lancez :

m Sécurité Windows

& @ Microsoft Bing  Applications

Meilleur résultat

Accueil

O Protection contre les virus et menaces

Sécurité Windows o :
<> Protection du compte

Systéme
() Pare-feu et protection du réseau

= Controle des applications et du
navigateur

01 Sécurité des appareils
%? Performances et intégrité de I'appareil
@  Options de contréle parental

D Historique de protection

La sécurité en un clin d'ceil

Affichez I'état de sécurité et d'intégrité de votre appareil, et

prenez les mesures nécessaires.

G

Protection contre les virus et
menaces
Aucune action requise.

$,

Protection du compte
Aucune action requise.




) Un doute ?

» Lancez une analyse rapide :

Sécurité Windows

e

®
| O

o
o

)

Accueil
Protection contre les virus et menaces
Protection du compte

Pare-feu et protection du réseau

Controle des applications et du
navigateur

Sécurité des appareils
Performances et intégrité de 'appareil
Options de controle parental

Historique de protection

O Protection contre les virus et menaces

Protection de votre appareil contre les menaces.

& Menaces actuelles

Aucune menace actuelle.

Derniére analyse : 29/12/2025 10:45 (analyse rapide)
0 menaces trouvees.

L'analyse a duré 1 minutes 26 secondes

41147 fichiers analysés.

Analyse rapide

Options d'analyse
Menaces autorisées

Historique de protection
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p Toujours un doute ? Collonges

»  Prenez une capture décran ou avez votre teléphone

» Etpartagezle surle groupe WhatsApp (attention dabord a vérifier gu'il n'y ait pas d'information
confidentielles)

»  ouaGuillaume




